RoadWarrior VPN Connection to IPCop using OpenVPN 

Issue: P2 Date: 16.08.2005 

A PDF version of this document, which will probably be much better formatted, can be downloaded from the VPN forum on ipcops.com. 

IPCop Version: 1.4.8 

1 Introduction 

I have been happily using IPCop for a couple of firewalls for a year or more now, and wanted to set up Roadwarrior connections for a couple of laptops - one Windows 2000, and one Windows XP. This ‘howto’ sets out what I did. 

1.1 System Requirements 

A limiting factor was that my ‘fixed’ connection had a router with NAT between the public network and the IPCop box. If using the Roadwarrior from home, I had a similar setup there. And some of the possible ‘mobile’ sites also implemented NAT. The need to traverse networks with NAT limited the possible solutions. 

1.2 Software Versions 

I first got this going with IPCop 1.4.6 and a Windows 2000 ?RoadWarrior. The IPCop upgrade to support IPCop 1.4.8 was pretty painless, and a Windows XP Roadwarrior worked the same. 

1.3 Why OpenVPN? 

Quite simply, because I managed to get it to work. Initially I tried quite hard to use a pure IPSec solution, without success. As far as I could tell the problem wasn’t IPCop, but Windows - getting IPSec to run wasn’t an easy option. Note that at present there is not a pre-packaged OpenVPN solution for host to host links; this is less of a problem because the IPCop implementation just works. 

2 Preparatory Work 

Carry out the various tasks in this section prior to installation - it could avoid heartaches! 

2.1 Install and set up IPCop 

This may be stating the obvious, since you’ve quite likely been using IPCop for a while. But if that is not the case, make sure the IPCop setup is working before proceeding further. 

2.2 Firewall/Router Setup 

Make sure that all routers and firewalls in the path allow the following port numbers and protocols to pass: IKE - Port 500 - UDP protocol (For IPSec) Port 4500 - UDP protocol (if NAT involved) Protocol 47 - GRE protocol Protocol 51 - AH protocol Protocol 50 - ESP protocol Port 1194 - UDP (this is OpenVPN default which can be modified) (Note that there is no need to set up anything special on IPCop in this regard). (Note also that one or two of these settings may not be needed for OpenVPN; however they are all needed for IPSec connections, such as direct IPCop to IPCop). 

2.3 Gather Information 

Make sure you know the following: Your ‘public’ IP address or name - the entry point to your ‘main’ system. (I had a fixed IP, but I am sure it will work with a dynamic IP using a location service in the same way as the IPSec VPNs work with IPCop). The IP addresses of a couple of computers at your host system (ideally ones which will be turned on at the critical time!) 

2.4 Host System 

On your host system, make sure that the default gateway of all devices you may ping during tests, or communicate with once operational, is set up to point to the IPCop Green interface. (Otherwise when you have the VPN basically working, you will be able to ‘ping’ the Green interface, but nothing beyond it). 

2.5 Download software 

You will need to download the following software packages: 

Source Package Comments www.openvpn.se openvpn-2.0-gui-1.0-install.exe includes GUI http://home.arcor.de/u.altinkaynak/index.html ZERINA-0.9.1b-Installer.tar.gz 

Note that the second website also has detailed ‘click by click’ instructions for some parts of the process. 

2.6 Install Software tools 

At various times you will need to transfer files to the IPCop box, and execute commands. For this I used WinSCP (http://winscp.sourceforge.net), which includes Putty (available separately from http://www.chiark.greenend.org.uk/~sgtatham/putty). You may have other preferences. 

3 Setting up IPCop 

If you have been upgrading since V1.4.0 (rather than installing a fresh image), and you do not have a wireless interface (Blue), check the file /var/ipcop/ethernet/settings. 

It must include the line: BLUE_DEV= If the line is not present, simply add it. 

(I imagine that if you do not have an Orange port, you may also need to add: ORANGE_DEV= ) 

3.1 Copy the files 

Copy the Zerina download into an empty directory on your IPCop - /var/packages for example. This directory is referred to as ‘the download directory’. Then expand the archive into the same directory - if using WinSCP there is a ‘Custom Command’ to ?UnTar/GZip (right click on the file name). Alternatively, log in at the console, change to the download directory, and type: tar -xzvf ./ZERINA-0.9.1b-Installer.tar.gz 

3.2 Install the files 

Log in at the console (you can use Putty, either through WinSCP or standalone), and change to the download directory. Then run the install script: bash ./ovpn-install.sh Log out of the console session. 

3.3 Set the Global Options 

[For further information on options in the following sections, there is a very detailed ‘Howto’ on the site from which you downloaded Zerina] Connect to IPCop using your browser, and log in. There should now be a second option on the ‘VPN’ tab - ‘OPENVPN’. Click on it. You should see a screen which is very similar in layout to the ‘normal’ VPN Screen (and which functions in a very similar way). In the ‘Global Settings’ area you will mostly be able to accept the defaults. Check ‘Red’, ‘Blue’ and ‘Orange’ as appropriate to select which networks may accept VPN connections. Change the default port 1194 used for communications if you wish/need to. Click ‘Save’. 

3.4 Generate certificates 

OpenVPN uses a separate set of root and host certificates to the ‘Standard’ VPN support, although generated in a similar manner. Click on ‘Generate Host/Root Certificates’, fill in the boxes presented, and then click on ‘Generate Host/Root Certificates’ again. After a wait, information on the generated certificates is displayed. 

3.5 Generate Client Certificates 

For each client, generate a certificate. Note that you will need a different certificate, with a different name, for each client. Otherwise you will get problems if more than one client tries to connect at the same time. In the ‘Client’ area, click ‘Add’. At present you can only generate a ?RoadWarrior certificate. Give each certificate a name, and fill in the other boxes. The client certificate is given a password - don’t forget this! You will need it later. 

3.6 Start OpenVPN 

Click on ‘Start’, and the VPN Status should change to ‘RUNNING’. (If it does not, and there are no entries in the OpenVPN log, check the contents of /var/ipcop/ethernet/settings as previously mentioned). 

3.7 Check Logs 

The System Logs now include a further option to look at OpenVPN activity. 

4 Setting up ?RoadWarriors 

This procedure has to be carried out on each laptop or individual computer which may use the VPN. 

4.1 Install OpenVPN 

Install the OpenVPN package, including the GUI, on the client PC. (You will need to be logged in as an administrator to do this). Set up OpenVPN to be a manually started service. This will set up a new Local Area Network adaptor, which will initially show ‘Cable unplugged’. 

4.2 Download the Client Package 

From the IPCop OpenVPN Screen, click on the ‘Download Client’ icon for the client. Save the file on the client PC and unzip it to the config/ subdirectory below the OpenVPN program. This extracts a certificate file (*.p12) and a configuration file (*.ovpn). Look at the *.ovpn file in Notepad. If you have a router between your IPCop box and the public IP, you will need to edit the line: remote xx.xx.xx.xx 1194 to show the public IP Address of your host system (instead of the address of your RED or BLUE IPCop interface). (The ‘1194' is the port number used by OpenVPN). 

4.3 Connect to the Internet 

If necessary, set up an Internet connection by dialling out. (OpenVPN Works fine over an existing network connection with Internet access). 

4.4 Start OpenVPN on Client 

Run the OpenVPN GUI: C:\Program Files\OpenVPN\openvpn-gui-1.0.exe (You will probably need to run this as administrator. To do this create a shortcut, edit properties and check ‘Run as other User’). After some messages, OpenVPN will settle as an icon in the connection tray. 

4.5 Open a Connection 

Right click on the OpenVPN icon, and select ‘Connect’. You will be prompted for a password, which is the one you set when you generated the Client certificate. All being well, you will receive a ‘Connected’ message. The client is assigned a temporary IP address in the range set at the IPCop box. 

4.6 Testing the Connection 

You should be able to ‘ping’ devices on the host network. OpenVPN sets up a route to the remote network via a temporary gateway. 

4.7 Additional Client Configuration 

You may need to ensure that the VPN port is used as a gateway and/or route to certain networks. E.g. ROUTE ADD 192.168.1.0 MASK 255.255.255.0 10.32.207.6 (The last IP address is the gateway to use to access the specified subnet). OpenVPN automatically sets up a route to the IPCop Green network from the ?RoadWarrior. 

4.8 Disconnection 

Right click on the OpenVPN icon, and select ‘Disconnect’. If finished, then select ‘Exit’. 

5 Using the VPN 

These limited comments for use with various networked operating systems assume a relatively small networking setup - my presumption (possibly unjustified) is that a larger networking setup will have access to specialists who know what to do far better than I. 

5.1 Windows (Workgroups) 

A remote computer can be accessed by entering its IP address in the ‘Run’ box, thus: \\192.168.32.54 You will then be asked to log on in the normal way. Don’t forget that the remote machine must be set up to share drives or directories (or printers) for them to be remotely accessible - exactly the same as is needed to access them on the local network. 

You can also map a remote share to a drive letter; either using Windows Explorer, or by using the following form at the command (DOS) prompt: net use x: \\machinename\\sharename It may also be possible to access it by name if entered into the HOSTS file. 

5.2 Windows (Domain) 

Can’t help on this one - I’ve never used Windows networking with a domain controller. 

5.3 Novell Netware 
I am assuming that you have at least one server running Netware 6.x (although there seem to be a surprising number of networks still happily running older versions). I’m reasonably certain these comments also apply to servers running Netware 5.X. Your network must handle clients which only use ‘pure’ TCP/IP (as opposed to IPX, or the TCP/IP encapsulated in IPX which was used with NW 4.X and earlier). If you still have servers running NW 4.X, it’s possible to configure a more modern server to do the IP to IPX conversions. Ensure that one of your servers has a Scope and a Directory Agent defined. On the client, choose to update the properties of the Netware Client (via ‘Network Properties’). Add an entry for a Directory Agent (DA) with the IP address of the appropriate server. (This is the ‘private’ network address at the far end of the VPN). You will have to restart the computer having done this. To login, set up an Internet link, and then set up the VPN link as previously described. Run the Netware client login, and use in the normal way (although login will probably be much slower than you are used to!). To logout, run the file SYS:\PUBLIC\LOGOUT.EXE from a server. (Might be worth keeping a local copy if the link is really slow). 

6 Support 

There is some help in: 

     http://www.vpnforum.de/viewforum.php?f=26 - mixture of German and English

     http://www.ipcops.com (unofficial IPCop support forum)

     http://openvpn.net/ is the “source” of OpenVPN information.

7 Credits 
All the credit for the hard work must go to the teams who wrote the software: The IPCop team The OpenVPN team The Zernina team All I did was write about it. 

8 Uninstall 

A script is provided to uninstall Zerina from the IPCop box. The procedure is broadly the reverse of installation: Log in at the console (you can use Putty, either through WinSCP or standalone), and change to the download directory. Then run the uninstall script: bash ./ovpn-uninstall.sh You can then delete the files from the original download directory (/var/packages). Log out of the console session. 

9 Faultfinding 
I had to do remarkably little faultfinding, so not much to say here. On the whole I was able to determine what was going on from the various progress messages and logs. When finding why the OpenVPN was not starting on IPCop, I used a console session to run the utility which starts and stops the OpenVPN server. This showed the error. Syntax is: /usr/local/bin/openvpnctrl -s - starts /usr/local/bin/openvpnctrl -k - stops /usr/local/bin/openvpnctrl -r - restarts 

10 Copyright 
This document is released under the GPL - i.e. on the same basis as the software whose use it describes. 

